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ABSTRACT

In the digital era, data security has become an increasingly critical issue, drawing significant attention. Particularly,
anti-tampering technology has emerged as a key defense mechanism against indiscriminate hacking and unauthorized access.
This paper explores case studies that exemplify the trends in the development and application of TPM (Trusted Platform
Module) and software anti-tampering technology in today’s digital ecosystem. By analyzing various existing security guides
and guidelines, this paper identifies ambiguous areas within them and investigates recent trends in domestic and international
research on software anti-tampering. Consequently, while guidelines exist for applying anti-tampering techniques, it was found
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that there is a lack of methods for evaluating them. Therefore, this paper aims to propose a comprehensive and systematic

evaluation framework for assessing both existing and future software anti-tampering techniques. To achieve this, it using

various verification methods employed in recent research. The proposed evaluation framework synthesizes these methods,

categorizing them into three aspects (functionality, implementation, performance), thereby providing a comprehensive and

systematic evaluation approach for assessing software anti-tampering technology in detail.

Keywords: Hardware Security, Software Security, Trusted Platform Module, Anti Tampering
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Fig. 1. The TPM performs a variety of work.
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Table. 1. Threats that can be mitigated by using
a TPM.

Threats
Man in The Middle
Replay Attack
Denial Of Service and
distributed denial of
service
Attack to steal
cryptographic keys and

Category

Network

secrets

Unauthorized access

Identification problem /
identity spoofing

Malware

Run time attacks to

Application software stack

Reversing

Tampering

Audit log records

Data Measurement data
Tampering VM and its data at the
time of transmission

Data

Geolocation data
Leakage
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